East Anglia District of the Methodist Church — Social Media Use Policy


Purpose
This policy sets out how the East Anglia District of the Methodist Church expects staff, trustees, volunteers and approved social-media administrators to use social media in a way that supports our charitable objects, protects vulnerable people, complies with UK law, and safeguards the reputation of the Methodist Church.
This policy supplements (and does not replace) any existing disciplinary, safeguarding, data-protection, or other related policies.
1. Scope
This policy applies to:
· [bookmark: _Hlk210466922]All trustees, paid staff, volunteers and contractors who post on social media accounts affiliated with the East Anglia District, or who post from personal accounts where they identify their connection with the East Anglia District.
· All East Anglia District owned or managed social media accounts and any official groups or forums moderated by any of the East Anglia District.

2. Principles and legal duties (short summary)
When using social media on behalf of the East Anglia District you must:
· Comply with data-protection law (UK GDPR and the Data Protection Act 2018), including minimising personal data, having lawful bases for processing, and respecting people’s rights. Information Commissioner's Office
· Avoid publishing statements that are (or are likely to be) defamatory; take care to check facts and use neutral language on allegations. The threshold for defamation in the UK is “serious harm”. Legislation.gov.uk
· Respect whistleblowing law: staff who make protected disclosures (public-interest whistleblowing) are legally safeguarded; whistleblowers must not be subject to retaliation. GOV.UK+1
· Comply with the Equality Act 2010: do not post content that discriminates against people with protected characteristics and manage online interactions so the East Anglia District does not become vicariously liable for discriminatory acts by staff or volunteers. GOV.UK+1
· Respect copyright and intellectual property (e.g., do not repost images, music, text or video without permission or a clear lawful basis). ASA
· Respect confidentiality, privacy and sensitive information.
· Follow Charity Commission guidance and good governance expectations for charity social media use, including having a policy, oversight by trustees and proportionate moderation. charitycommission.blog.gov.uk+1
· Exercise caution when sharing content from outside organisations. Material from extreme or harmful groups can sometimes seem harmless but may damage our reputation if shared. Always verify the source before posting, avoid sharing content of unclear origin, and seek guidance if you are uncertain.

3. Acceptable content and behaviour
3.1 On accounts identifying the East Anglia District, you MUST only post material that:
· Is accurate, respectful and consistent with Methodist values and our safeguarding responsibilities.
· Is lawful (no hate speech, harassment, pornographic, violent, extremist or otherwise illegal content).
· Is consistent with safeguarding of children and vulnerable adults — do not publish identifying personal details or images of children or vulnerable adults without express written consent and compliance with safeguarding procedures.
· Respects privacy: get consent before posting photos or other personal data; minimise personal data shared; retain data only as required. Information Commissioner's Office
3.2 You MUST NOT post content that:
· Could reasonably be interpreted as defamatory or that repeats unverified allegations about individuals or organisations. Legislation.gov.uk
· Violates copyright (e.g., reposting third-party articles, images, video or music without permission). ASA
· Is discriminatory, harassing, or abusive toward a person or group protected under the Equality Act 2010. GOV.UK
· Reveals sensitive personal data (special category data) except where a lawful basis and safeguards have been documented. Information Commissioner's Office

4. Personal accounts and public comment
· Trustees, staff and volunteers may have personal views. However, if you identify your role with the East Anglia District in your profile, or if your account could reasonably be linked to the East Anglia District, you should make it clear posts are personal opinions and not the position of the East Anglia District. Where possible use a disclaimer such as: “Views are my own and not those of the East Anglia District of the Methodist Church.”
· Do not use personal accounts to make allegations about beneficiaries, colleagues, volunteers or trustees. If you wish to raise concerns about wrongdoing, contact the District Administrator or the Regional officer for Safeguarding, as appropriate. Retaliation against whistleblowers is prohibited. GOV.UK

5. Account access, security and administration
· Only authorised people may post on official accounts. The trustees must keep a current register of account owners and administrators. 
· Use strong passwords, two-factor authentication where available, and a named administrator responsible for removing access when a person leaves.
· Keep archived copies of substantive posts, approvals (where used) and any moderation decisions, in line with the records-retention schedule and data-protection requirements. Information Commissioner's Office

6. Moderation, comments and community management
· Establish clear rules for comment moderation (what is allowed, what will be removed, any escalation steps). Moderation standards should be transparent on the relevant page/group. 
· Take a screenshot before removing or deleting comments that may be evidence of wrongdoing. If a post raises safeguarding concerns, please report it to the account administrator and/or the aligned Safeguarding officer, as appropriate. 
· It is possible to turn off comments on Facebook posts and doing so may be advisable in certain situations.
· The Connexional Media Team can, and should be, contacted for advice whenever further clarity is needed.
7. Campaigning and emotive topics
· The Charity Commission expects trustees to ensure social posts that engage with emotive or political topics are consistent with the charity’s objects and legal limits on political campaigning. Seek trustee approval for posts that might be politically contentious. 

8. Handling images, recordings and personal data
· Obtain informed consent before publishing photographs or recordings of identifiable individuals, written consent must be obtained for children and vulnerable adults. 
· If a subject withdraws consent, consider removal where feasible and reasonable, but observe legal and practical limits (e.g. content already widely shared). Record decisions and rationale.
· When recording services to be uploaded online, ensure that only those who are leading the service are in view of the camera and prior consent has been obtained. Additionally, ensure that no personal information which could identify a person is recorded during the service (e.g. through the notices and prayers).

9. Raising concerns 
· If you believe a post or online activity reveals wrongdoing (criminal activity, serious safeguarding failure, fraud, health and safety risk or other public-interest concern), please report it to the District Administrator and/or the Regional Officer for Safeguarding. 
· If you believe that someone is at immediate risk of harm, please contact the police on 101 or 999. 

10. Breach response and consequences
If someone breaches this policy potential actions include:
1. Immediate containment — removing or correcting the content, restricting account access, or disabling a post or account in accordance with platform rules. (Apply where required to reduce harm.) 
2. Investigation — a named lead will investigate, record findings and recommend action. Keep records of decisions and evidence. 
3. Corrective / remedial action — training, retraction/apology, repairing relationships with affected parties, or publishing a correction where appropriate.
4. Disciplinary action — for staff or volunteers this may include formal warnings, suspension of posting rights, dismissal (in serious cases) or termination of volunteering arrangements, following our disciplinary procedures.
5. Legal action / reporting — where a breach involves a criminal offence, defamation risk or serious data breach, it may be reported to the police, the Information Commissioner’s Office (ICO), or a legal remedy will be sought. 
6. Regulatory reporting and consequences — when appropriate, we will report matters to the Charity Commission. The Charity Commission’s guidance makes it clear that trustees must exercise oversight: failure to follow good practice can lead to regulatory action. In serious cases the Commission has powers including trustee removal and disqualification. 

11. Record keeping and review
· Keep records of social media policies, account lists, admin access logs, major moderation decisions, serious incidents and any complaints. Retain records in line with data-protection and safeguarding retention policies. Information Commissioner's Office+1
· The trustees will review this policy at least every 24 months or sooner after any serious incident or change in law or regulation.

12. Training and support
· The East Anglia District may offer training/advice for anyone authorised to post on our channels covering: data protection basics, safeguarding, equality law, and our escalation routes, at the request of the individual wanting training. Trustees should ensure appropriate oversight. 

13. Who to contact
· For routine social media administration contact: District Administrator Danielle Gravestock - Danielle@eangliamethodist.org.uk 01603 625 765.
· For safeguarding concerns contact: Regional Officer for Safeguarding Neil Van Holland – Hollandn@methodistchurch.org.uk 07787 225 230.
· For general media advice contact: The Connexional Media Team -mediaoffice@methodistchurch.org.uk 07799 902580

14. Key references (guidance and law)
· ICO: UK GDPR guidance and resources (data protection obligations). Information Commissioner's Office
· Charity Commission / gov.uk: Charities and social media — regulator’s guidance for trustees. GOV.UK+1 
· Public Interest Disclosure Act 1998 / gov.uk whistleblowing guidance. GOV.UK+1
· Equality Act 2010 / gov.uk and ACAS: protected characteristics and discrimination law. GOV.UK+1
· Copyright, Designs and Patents Act 1988 (overview). ASA
· District policies – Data Protection policies and Privacy Notice, Safeguarding policy, Disciplinary policy, Equality, Diversity and Inclusion policy, Anti-harassment and Anti-bullying policy. 
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